How to enroll iPads into the MDM

All devices must be enrolled. This is so the device has a profile for the wireless access and we can track our assets. We
also have the ability to know who is on our network, how the device is being used, and the ability to remotely change

settings.

When setting up
new iPads, start by
choosing the region
and language until
you get to the wi-fi
screen. Choose
“Enroll” once the
iPad joins, click
next.
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Connect to iTunes

Set up your iPad using iTunes if your Wi-Fi network is not
available.

Enable location
services and click
next.

Location Services

Location Services allows Maps and
other apps to gather and use data
indicating your approximate location.
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Set Up iPad

Choose to set up as a new iPad
or restore from a backup.

this setup is for an
individual user, they
can use their Apple
ID. For student use
please skip this step.

Agree to the Terms
and Conditions and
choose next.

Your Apple ID is used to set up
iCloud, App Store, iTunes Store,
and more on your iPad.

Sign In with an Apple ID
Create a Free Apple ID

What is an Apple ID?

Skip This Step

Choose “Set Up as
New iPad” and click
next.
Enable Location Services Set Up as New iPad
Disable Location Services Restore from iCloud Backup
Restore from iTunes Backup
What is Location Services?
Most users will skip ——
the Apple ID step. If

LICENSE, DO NOT USE THE i0S DEVICE OR DOWNLOAD THE
SOFTWARE UPDATE.




Select the option to
use Siri (if available)
and click next.

Choose “Automat-
ically Send” for
Diagnostics and
choose next.

Siri helps you get things done just by
asking. You can send a message,
dictate a note, or even find a restaurant.

Use Siri
Don’t Use Siri

Siri send formation like yor
location to Apple to p
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Diagnostics

Diagnostics & Usage
Automatically Send

Don’t Send

Help Apple improve its products and services by automatically
sending daily diagnostic and usage data. Diagnostic data may
incluc ocation information.

About and Privacy

On the “Thank You
screen choose “Start
Using iPad”

Open Safari once
you get to the home
screen
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Thank You

Your iPad is now set up.
You're ready to start using the most
advanced iOS ever.

Type this address
directly into the
address bar. Click
“continue” when the
cannot verify server
identity warning
comes up.

Cannot Verify Server Identity

Cancel

Details

Continue

https://primarymdm.d49.org:8443/enroll




This is where

the user who is
responsible for the
iPad(s) enter their
credentials. The
user name is first
initial last name.
These are the same
credentials used
for logging into
IC. This person is
responsible for the
care of this iPad
should it be lost/
stolen/damaged.
Click Login
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Install CA Certificate

er you tap the Install Certificate button, you will need to complete the steps listed below.

- — Certificate”
[ Login ] button

Complete this process for secure access to our network.

1. Tap the Install button.
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2. Tap the Install button again.

3. If you have a passcode set, you will be prompted to enter it.

4. Tap the Done button.
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Tap the “install”
button

Tap “install” again

Install Profile

CA Certificate P4
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Not Verified

Description
Signed Falcon School District JSS
Signing Certificate
Received Mar5, 2013
Contains Certiicate.

Warning

Unverified Profile

yof “CA Certificate Payload” cannot be
€d. Installing this profile will change settings on your

iPad.

Root Certificate

Installing the certificate “Falcon School District JSS Built-in
Certificate Authority” will add it to the list of trusted

certificates on your iPad.

Tap “done”

When the OTA
Enrollment box
appears, tap “Install
Profile”
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Profile Installed

OTA Enrollment

Install your MDM Profile

After you tap the Install Profile button, you will need g

e steps fisted below.

Install Profile

CA Certificate Payload
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© Verified
Description
Signed  Falcon School District JSS
Signing Certificate
Received Mar5,2013
ContainsCertificate.

More Details l

1. Tap the Install button.

2. If you have a passcode set, you will be prompted to enter it.
3. Tap the Install button.




Tap “install”

Tap “install”

Install Profile

MDM Profile
Falcon School District
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© Verified

Description This profile ensures the security
of your mobile Gevice.

Signed Falcon School District JSS
Signing Certificate

Received Mar5, 2013
Contains Device enrollment challenge

More Details

Warning

Mobile Device Managema

a BWE Wil allow the administrator at
Primarymdm.d49.0rg:8443/mdm/ServerURL” to
Temotely manage your iPad.

The administrator may collect personal data, add/remove
accounts and restrictions, list, install, and manage apps,
and remotely erase data on your iPad.

Tap “Done”

Close Safari

once you see

the Enrollment
Complete! Message

Profile Installed

MDM Profile
Falcon School District

© Verified
Description This profile ensures the security
of your mobile Gevice.

Signed Falcon School District JSS
Signing Certificate

Received Mar5,2013

Contains SCEP enroliment request
Mobile Device Management

More Details
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‘ Congratulations! Your mobile device has been enrolled.

The Self Service
App should now
appear on the
screen. You might
need to swipe right
from the home
screen to find it.

Self Service




Open Settings and
click on General
then Wi-Fi. Tap on
the blue arrow next
to Enroll

Tap the “Forget this
Network” at the top.
Tap “Forget” when
it pops up again.
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Bworks will be joined automatically. If no
nown networks are available, you will have to
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Now join the
network “D49-CS”
it should not ask
for a password. If

it does, stop the
process and get help

Go back to the
general tab in

settings and tap
“About”
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The iPad(s) need a
logical name. If they
are to be used in a
program (ex CTE)
name them with
this and the school
(ex FMS CTE) if
more than one

iPad is going into
the program name
them sequentially
(ex FMS CTE 1,
FMS CTE 2) when
you set up the other
iPads.
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